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G. K. Gujar Memorial Charitable Trust's,

Dr. Ashok Gujar Technical lnstitute's

Dr. Daulatrao Aher College of Engineering, Karad.

Department of Computer Science & Engineering

Report on

Certified Information Secuyify and Ethical Hacking Course (CISEH)

The Certified Information Security and Ethical Hacking Course (CISEH) held in Dr.

Daulatrao Aher College of Engineering, Karad was organized by Department of Computer

Science during l2th to 20'h February 2020. There were total 46 participant's. Most of them were

institutional students.

During these days, the experts shared their insights, real life scenarios, practical classes and

experiments about ethical hacking.

Day 1-

Mr.Shubham Nagadive, a certified Information Security and Ethical Hacker currently

employed at Pristine Infosolutions, Kolhapur, conducted the entire course.

Shubham Nagadive began with a keystone lecture on ethical hacking and cyber security. As

well as describing the types of hackers, he discussed the use of hats and security measures. After

covering the basics of computer security in the flrst session, he concluded the session by

installing Kali Linux.

In the second phase of session, the core part of hacking and case studies were covered. This

includes a live demonstration of foot printing, methods, and techniques, as well as a brief

introduction of search engines, etc. Thus, the'first day session concluded.

Day 2-

He started the first session of second day with the discussion of insecure direct object

reference which mainly focused on manipulation and unauthorized access of data. The main

focus of the session was network security, such as IPv4 and IPv6 address detection, trace routing,

detecting firewalls and their aountermeasures, and hands-on exercises.

He started with port scanning in the second phase of the session, in which students learned

how parts are captured using port scanning software, in addition to discussing types of ports and

solutions for managing ports.
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Day 3-

The first phase of the session was devoted to identity attacks, such as web proxying, IP

proxying, and MAC spoofing. The hands-on practical were performed using the tools and he

covered this session by performing the practical's. The students also learned how to use these

tools.

The second phase of the session began with a discussion of email security. The instructor

explained how to secure our emails as well as how to prevent emails getting hacked as well as

reporting methods. We also had the opportunity to see how email spoofing works by using tools'

Day 4-

The first phase of the session included a discussion of Malware and the types of malware.

Hands-on exercises were then conducted with their countermeasures.

In the second phase of the session, he introduced also password cracking and prevention. He

explained how to crack passwords and also prevented them from being cracked. Practical

exercises using password cracking tools were conducted as part of the training sessions.

Day 5-

The firstphase of the training session was dedicatedto learning about sniffing - the types, the

uses, as well as how it is used.

The second phase of the session covered phishing, how it is done on websites, and also

reporting methods of phishing. Students were also given hands-on demonstrations regarding how

phishing is done using the tool.

Day 6-

During the first phase of the session, he discussed different types of attacks such as buffer

overflow, DOS and DDOS attacks, honeypots, Oday attacks, and social engineering attacks to

teach us about how to protect against these attacks.

During the second phase of session, he explained how websites are hacked and we performed

hands-on practicals covering SQL injection basics, finding information using Google Dork, and

finding Admin Panels.
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Day 7-

Students had the opportunity to perform the hand-on practicals of Android Hacking by using the

tools and also they learned how to prev6nt being hacked during the first phase of the session. The

tools used to hack Android were discussed in detail and following that students performed the

hands-on exercises.

During the second part of the session, he discussed cyber crime cases and reported how they

occur. For example, Credit card frauds, fake insurance policies, Whatsapp hacking, etc. These

cases were discussed as well as ways to avoid them.

Day8-

This session began with the discussion of cyber laws and consulting. He introduced students to

some of the cyber laws made by the government. They also learned information about the laws

regarding cyber crimes. At the end, they leamed that everyone should be aware of cyber laws

and crimes.

Approved By: Organizing

HOD CSE : Mr. A. N.Name: Mr. S.Y. Inamdar

Prepared By :Course Coordinator
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Date - 10/02/2020

To,

The Principal,

ACTI's DACOE,

Karad.

Sub: Regarding permission to organize "Certified Information Security and

Ethical Hacking Course(CISEH)."

Respected Sir, t

I am Sharifnawaj Inamdar working as Assistant Professor at CSE Department,

writing this application for asking your permission to organize Certification Course on

Certified Information Security and Ethical Hacking Course(CISEII).

Pristine Infosolutions will be conduct this course. So I requesting you to grant

me permission to oiganize the same from 12ft February 2020 to 20n February 2020.

Yours Faithfully,

Y.Inamdar
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Date: 1010212020

NOTICE

Those students who have registered for the CISEH course are hereby

informed that the eourse will begin on 1210212020. All students must

attend this course.

Coordinator
(Mr. Inamdar S. Y.) (Mr. Patil A.N.)

Dr. Ashok Gujar Technical lnstitute.s
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Ethical Hacking Coursel Ethical Hacking Training in Mumbai
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Course Content

lnlroductjon to Ethical Hacking

EthicaL Hackiog Phaset

Virtualizalion

Ethics of Ethic.al Hackers

lnformati0n Sensitivjty

Career jn Cyber Security

Reconnaissancc

Types of Footprinting

CoogLc Dorks

Shodan Dorks

Domain Bifurcation

lPv4 &. lPv6

Prot0ccls (TCP/UDP)

Nnrap'Zenmap

FirJwall Detectjor) uslng Nmap

Nessus lntroduction

E,nail Sccurity

AnaLyzi0g Emait Headers

An0nymity

lP Proxy

Virtual Prjvate Network {VPN}

MAC Spoofjng

DarkNct i ttark We'b & Ocep WcL)

TAILS 05

L

Certified lnformation Security and Ethical Hacking Course (CISEH)

Certified lnformation Security and Ethjcat Hacking(CISEH) certification is one of the most demanded certificatjon

l,y corporates wortdwide. Designed by ethical hackers and security experts, the program covers at| aspects of
Ethical Hacking and lnformation Security which nrakes you an expert in the fietd of lnformation Security thereby

bridging the gap betwden you and the market demands.

lljth increasjng use of lhe internel and concerns aboLrt its securrty, especjaLty when it comes to things like

consllmer information or private details, there is considerabLe need for computer experts to work in ethical

hacking fietd. Organlzatjons today recogni:e the strong need for infornratjon seclrrity; hence an ethjcal hacker or

security expert is rrsuatly enrptoyed by conpanies to penetrate into networks and/or computer syltems, Llling the
same methods as a hacher, for the purpose of flnding and fixing netvr'ork and computer security vlilnerabilities.

lvhether you are an amateur or professjonat, our EthrcaI Hacking and lnformation Security training wiLl heLp you reach yolrr Lrttimate goal to become mort
denranded lT Profes!ional. Delivered by dynamic instrLrctors, our Ethjcat Hacl(ing training enconrpasses an lnteractjve environment, varjous seculty tools and
hands"otr experience whlch ersures that each of the candjdates is welt prepared to deal with the ever-jncreasing range of threatl to the cor porate netyrorks.

The f l5HH crilrse w&i ;t ?,reat oppa{lt-il1ily ior *\t lo bet*fi1t awar,: rsl t".hr:

tfchnologit: that hacLfr arc aun$1?-\v trs''t:,.|tt; psllolytiSp t\{tLwt)tkt u'il t:tow l afi ilurh
more prtpareil lt fead afid rt\1ew \er'.rer lour to lcok lor Dall,jry\' of atlilck\.
- Manish " 

^1i(, 
oland

O Pristine hfo5oiutions 201 6. ,Ait Riqhts Reserved.

Wir elosr 5ecur lty

Websile Secrrrjty

lntrodLiction to OIVASP TOP 10

5or:ial Engineering

Se.curing your locial Media & ffitaiL AccountE

Phjshing Security

DOS and DDOS Attacks.

Lle(-ept r0n Tec h nolog ies

IDS & IPS

3A5-*, TtwnCorltrg 1,, Afl.lh$ri-Kriria E.)ad

Marc\, Ailiheti i.east), Mtwlbai " 4AAA5?

t cl" 0?.2-7"85a1 1 rc / D* ecl.. . rt1 "t)0$)a2963)-

{lr)ai i:,j?ltaarli4lp{ isr:iru}it\i.tt,:i)n1

Password Security Mobile phone Security

Matware Threats Wjndoyr's,,Linux User Alrthentication Bypass

Types of Matwares Crypt0graplry

Explojt Klts loT owAsP ToP .10

BATC,"I lile Script Virus Raspberry pi lntrod'crion A lnstallaticn

Trojan hunters Cyber Criilc Cases lnvestjgation & Rsportjng

Snifllng Cyber Law &. lnternationai Standarr,s

'Each of the abave ntodute cantoins sub-modules, far coilplete rourse cleroils (antact us !

pr[ncipal

r\ ^ 
Dr. Ashok Guiar Technical lnstitute.S

ur. Uaulatri: ' 
lllege cf Engineering, lGmd

https r/pristineinfo.com/ethical-hacking-training.html
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Dr. Ashok Gujar Technical lnstitute's

01-12-2020 13:35 sanyogitakshirsaga120@gmail.com Sanyogita Umed Kshlrsagar 7522910173 Computer Second Year

01-12-2020 13:37 ahm89567@gmail.com Ashish Mahadik 7447590262 Computer Second Year

01-12-2020 13:58 thoratsam rad nyi@g ma il.com Samradnyi Shashikant Thorat 9359882792 Computer Second Year

01-12-2020 15:11 patelrinkuS299@gmail.com Rinku Ashok Patel 7219166199 Computer Ihird Year

01-12-2020 22:39 sourabhj amd ade'1 2 1 @g mail. com Sourabh Vishnu Jamdade 9021143570 Computer Second Year

th412020 8:30:33 omsonawalel 997@gmail.com Omkar Ganpat Sonawale 91 30405828 Computer Second Year

111612020 9:54:32 poojapl 9'1 298@gmail.com Pooja Ramnivas Prajapat 7057790361 Computer Third Year

111612020 13:07:38 p ooj ad es h m u k h 4 57 7 2 @ gm ail. com Pooja Ashok Deshmukh 8975056336 Computer Third Year

111612020 20:13:19 snehaldesai20l 8@gmail.com Snehal Desai 9552135827 Computer Third Year

1 121 12020 1 6: 1 0: 'l 9 patilsonam0l 09@gmail.com Patil sonam dipak 9172042342 ENTC Second Year

112112020 1 7:38:39 shwetaghara 1.004@g mail. com Shweta S. Gharal 9527708459 Computer Second Year

112312020 12:17:58 akshaykulkarni45T@gmail.com Akshay kulkarni 8275370006 Computer Second Year

112312020 '16:00:49 poo.1apawar9762@gmail.com Pooja Pawar 8668277579 Computer Second Year

112412020 21:58:15 jagtapshwetu@gmail.com Shweta Jagtap 955281 8769 ENTC Second Year

112612020 20.42:36 mai12niranjan 1 59@gmail.com Niranjan Yadav 8668748759 Computer Second Year

1121 120?A 0 .36:41 tejaswinil 662000@gmail.com Ghadage Tejaswini Kakaso. 83901 46684 Computer Second Year

112712020'14:59:19 prajaktayadav20l 7@gmail.cim Prajakta Dasharath 8552985695 Computer Third Year

11271202A 15:34:38 rubiyamullaB5@gmail.com Rubiya Rizwan Mulla 8552055336 Computer Second Year

112712020 1s:37'47 vaishnavijpawa14@gmail. com Vaishnvi jayant pawar 7264890414 Computer Second Year

112712020 17:58:38 mai12manish599@gmail.com manish.ladhav 7798059912 Computer Second Year

112812020 1:05:29 m u llam oham mad 997@g mail. com Mohammad kaif shakil mulla 8793482220 Computer Second Year

112812020 12:38:53 shwetadhanel @gmail.com Shweta Pratapra Dhane 8379975250 ENTC Second Year

112812020 20:06:08 gauridesh'l 8@gmail.com Gauri Rajendra Deshmukh 7588213852 Computer Second Year

112812020 20:28:49 dong a rea kshala2 000@g mail. com Dongare Akshata Sanlosh 7218605947 Computer Second Year

112812020 20:32:31 riturevanka 14499@g mail. com Revankar Ritu Rajesh 8805229944 Computer Second Year

112812020 20:48:30 prithviraajdeshmukh3S@gmail.com
PRI IHVIRAJ HARIRAM

DESHMUKH 7507080474 Computer Second Year

112812020 21:06.45 maneshrutika24l 2@gmail.com Shrutika vidhyanath mane 8484021207 Computer Second Year

112812020 21 .1551 rutujakam ble437@g mall. com Miss.Kamble Rutuja Bharat 7719858494 Computer Second Year

1128!2020 21 16:04 afrininamdarl 4 1 0@gmail.com lnamdar Afrin Salim 7558408305 Computer Second Year

1t28t2020 21.17.28 patilshubhangil 41 6@9mail.com Shubhangi Sanjay Patil 8s51 936S94 Computer Second Year

112812020 21 .58:47 poojapisal'l 005@gmail.com Pisal Pooja Tanaji 7769874345 Computer Second Year

112912020 12:05:06 a nkitadadasoraskar@g mail. co Ankita Dadaso Raskar 7498633860 Computer Second Year

112912020 12:55:48 ydivyarani@gmail,com Yadav Divyarani Jalindar 9359753042 Computer Second Year

113012020 10:39:04 patilpranali492@g mail.com Patil Pranali Laxman 8975088402 Computer Second Year

02-02-202A 10.44 dhanuladhav90l 3@gmail.com Dhanashri Rajesh Jadhav 7350552288 Computer Third Year

02-02-2020 10.50 chavansakshi'l 999@gmail.com Sakshi Sanjay Chavan 7743922402 Computer Third Year

02-02-2020 22.01 Shaikhsafiya4T0@gmail.com Safiya akbar shaikh 7219858720 Computer Second Year

02-03-2020 1 3:40 amrutasutarS42l @gmail.com Amruta Ramdas Sutar 7387888498 Computer Third Year

02-03-2020 13:40 snehaldhas20l 6@gmail.com Snehal sunil dhas 9960939824 Computer Third Year

02-03-2020 14:05 abra rpatelTS. ap@g mall. com Abrarahmed ilahibaksh patel 8421311953 ENTC Second Year

Oi. Daulatrao Aher College of Enginoaring, Karad

Address
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01-12-2020 13:35 sanyogitakshirsaga120@gmail.com Sanyogita Umed Kshirsagar 7522910173 Computer Second Year YES

01-12-2020 13:37 ahm89567@gmail.com Ashish Mahadik 7447590262 Computer Second Year YES

01-12-2020 13:58 thoratsamrad nyi@g mail. com Samradnyi Shashikant Thorat 9359882792 Computer Second Year YES

1 patelrinkuS299@gmail.com Rinku Ashok Patel 721 91 661 99 Computer Third Year YES

01-12-2020 22:39 sourabhjamdadel 2 l @gmail.com Sourabh Vishnu Jamdade 9021143570 Computer Second Year YES

omsonawalel 997@gmail.com Omkar Ganpat Sonawale 91 30405828 Computer Second Year YES

111612020 9'.5432 poojap'l 91 298@gmail.com Pooja Ramnivas Prajapat 7057790361 Computer Third Year YES

111612020 13:07:38 pooj a d es h m u kh 4 57 7 2 @gm ail. co m Pooja Ashok Deshmukh 8975056336 Computer Third Year YES

111612020 20:'13:1 9 snehaldesai20'l 8@gmail.com Snehal Desai 9552135827 Computer Third Year YES

1121/2020 16:10:19 patilsonam0'1 09@gmail.com Patil sonam dipak 9172042342 ENTC Second Year YES

17: :39 shwetagharal.004@gmail.com Shweta S. Gharal 9527708459 Computer Second Year YES

12 akshaykulkarni45T@gmail.com Akshay kulkarni 8275370006 Computer Second Year YES

pooja pawa r9762@gmail. com Pooja Pawar 8668277579 Computer Second Year YES

jagtapshwetu@g m a il.com Shweta Jagtap 95528'18769 ENTC Second Year YES

112612020 20:42:36 mai12niranjan'1 59@gmail.com Niranjan Yadav 8668748759 Computer Second Year YES

112712020 A36:41 tejaswinil 662000@gmail.com Ghadage Tejaswini Kakaso. 83901 46684 Computer Second Year ItrJ

112712020 '14;59:'19 prajaktayadav20l 7@gmail.cim Prajakta Dasharath 8552985695 Computer Third Year YtrS

112712020 15:34:38 rubiyamullaS5@gmail.com Rubiya Rizwan Mulla 8552055336 Computer Second Year YES

1 vaishnavijpawa14@gmail.com Vaishnvi jayant pawar 7264890414 Computer Second Year YES

mail2manish599@gmail.com manish jadhav 77980s9912 Computer Second Year YES

112812020 1:0529 mullam oham m ad997@gm ail.com Mohammad kaif shakil mulla 8793482220 Computer Second Year YES

shwetadhane'l @gmail.com Shweta Pratapra Dhane 8379975250 ENTC Second Year YES

0 gaurideshl B@gmail.com Gauri Rajendra Deshmukh 7588213852 Computer Second Year YES

1 dong a reakshata2000@g mail. com Dongare Akshata Santosh 7218605947 Computer Second Year YES

112812020 20 .32:31 ritu reva nka 14499@g m a il. com Revankar Ritu Rajesh 8805229944 Computer Second Year YES

112812020 20:48:30 prithviraajdeshmukh38@gmail.com
PHI IHVIRAJ HARIRAM

DESHMUKH 7507080474 Computer Second Year YES

112812020 21:06.45 maneshrutika24l 2@gmail.com Shrutika vidhyanath mane 8484021207 Computer Second Year YES

112812020 21 15:51 rutuja kam ble437@g m a il. com Miss.Kamble Rutuja Bharat 7719858494 Computer Second Year YES

112812020 21:16:04 afrininamdarl 41 0@gmail.com lnamdar Afrin Salim 7558408305 Computer Second Year YES

112812020 21..17 28 patilshubhangil 41 6@9mail.com Shubhangi Sanjay Patil 8551 936994 Computer Second Year YES

112812020 21'58:47 poojapisal 1 005@gmail.com Pisal Pooja Tanaji 7769874345 Computer Second Year YES

112912020 12:05:06 ankitadadasoraskar@gmail.co Ankita Dadaso Raskar 7498633860 Computer Second Year YES

112912020 12:55:48 yd ivya ra ni@g m a il. com Yadav Divyarani Jalindar 9359753042 Computer Second Year YES

113012020 10:39:04 patilpranali492@gmail.com Patil Pranali Laxman 8975088402 Computer Second Year YES

02-02-202O 10:44 dhanujadhav90l 3@gmail.com Dhanashri Rajesh Jadhav 7350552288 Computer Third Year YES

02-02-2020 10:50 chavansakshi 1 999@gmail.com Sakshi Sanjay Chavan 7743922402 Computer Third Year YES

02-02-2020 22:01 Shaikhsafiya4T0@gmail.com Safiya akbar shaikh 7219898720 Computer Second Year YES

02-03-2020 13:40 amrutasutarS42'1 @gmail.com Amruta Ramdas Sutar 7387888498 Computer Third Year YES

02-03-2020 13:40 snehaldhas20l 6@9mail.com Snehal sunil dhas 9960939824 Computer Third Year YES

02-03-2020 14:05 abrarpatelTS.ap@gmail.com Abrarahmed ilahibaksh patel 8421 31 1 953 ENTC Second Year YES

;i :.
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